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DATE:

October 15, 2021

TO:

Joseph P. Casey, Ph.D.
County Administrator

Chesterfield County
Board of Supervisors

Mervin B. Daugherty, Ed. D.
Superintendent

Chesterfield County
School Board

FROM:

Khara L. Durden, CPA, CISA, CFE
Director of Internal Audit

SUBJECT:

Information Systems Technology Application Security

The Office of Internal Audit completed an audit of Information Systems Technology Application
Security, and the final report is attached.
We would like to thank Information Systems Technology personnel for their cooperation and
assistance during this audit.
Attachment
Copy:

Barry Condrey, Chief Information Officer
James Walters, Chief Information Security Officer
Scott W. Zaremba, Deputy County Administrator, Community Operations

Additional Coronavirus Aid, Relief, and Economic Security Act funding totaling $8,141,000 was
approved August 2020 for technical remote work support, customer service enhancements to
remote or online capabilities and laptops for county workforce to bolster telework.
The Information Security Program (ISP) was developed and is used by IST’s Information Security
Services (ISS). The program establishes the policies, procedures, and requirements to protect
classified information that, if disclosed, could cause damage to the county. The ISP is organized
through the management of information security goals, objectives to create action plans for various
domains including account administration and access control, cybersecurity incident response,
security awareness, penetration and system testing, cybersecurity risk management, and
vulnerability scanning and management. ISS is also responsible for performing high-risk
application security assessments.
An application, or application program, is a software program that runs on a computer. Application
security assessments help organizations identify exploitable security risks within the application,
improve the overall security posture and ensure applications are following relevant regulatory
requirements.
The National Institute of Standards and Technology (NIST),
part of the U.S. Department of Commerce, is responsible for
developing information security standards and guidelines.
The Special Publication 800-series reports on NIST
research, guidelines and outreach in information systems
security and privacy and its collaborative activities with
government and other industries.
This publication is designed to help organizations identify technology security and privacy
controls to manage risk and satisfy security and privacy requirements. Although the controls
established in this publication are mandatory for certain federal information systems and
organizations, local governments are encouraged to consider using applicable guidelines.
Chesterfield County Internal Audit routinely uses the NIST 800-series publications as criteria
when evaluating organizational controls and makes audit recommendations based on these best
practices.
An organization should use information security program objectives and risk management
capabilities to select and implement security controls. Security programs should provide
confidentiality, integrity, and availability to protect information and systems from unauthorized
access, use, disclosure, disruption, modification, or destruction.
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INTERNAL CONTROL CONCLUSION
According to Government Auditing Standards, internal controls, in the broadest sense, encompass
the agency’s plan, policies, procedures, methods, and processes adopted by management to meet
its mission, goals, and objectives. Internal controls include the processes for planning, organizing,
directing, and controlling program operations. It also includes systems for measuring, reporting,
and monitoring program performance. An effective control structure is one that provides
reasonable assurance regarding:
• efficiency and effectiveness of operations;
• accurate financial reporting; and
• compliance with laws and regulations.
Based on the results and findings of the audit test work, auditors concluded that internal controls
were in place, but not consistently followed which could impact their ability to assist management
in meeting its missions, goals, and objectives. Recommendations specific to improving these
controls can be found in detail further in the audit report.
CLOSING
We would like to thank IST personnel for their cooperation and assistance during the audit.
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FINDINGS, RECOMMENDATIONS, RESPONSES
Application Security
(Point Sheet 1)

CRITERIA:
NIST Special Publication 800-53 provides technology control guidelines (i.e., best practices) that
organizations may adopt, including:
• SA-11 Developer Testing and Evaluation recommends interactive application security
testing to identify potential concerns regarding vendor security applications that may be
deployed in the computer environment and reduce the risk of exposing that environment to
unintended consequences. Common activities to complete application security tests include
baseline security assessments such as: vendor surveys, self-attestations and penetration
testing while detailed security testing can include review of the vendor’s governance
process, application architecture, network communications, directory and file structure,
authentication mechanism, authorization and auditing mechanisms.
• IA-2 Identification and Authentication for organizational users notes that Single Sign On
(SSO) enables users to log in once and gain access to multiple applications. Organizations
consider operational efficiencies gained from SSO with the risk of allowing access to
multiple applications with a single authentication method. SSO can improve system
security by using multi-factor authentication for applications that may not be able to
support multi-factor authentication.
Chesterfield County IST 2015 Minimum Information Security Standards describes how to
implement security in low and medium-risk systems. IST responsibilities include assisting
departments with data classification, analyzing systems based on risk and ensuring that appropriate
security forms are submitted prior to approval and systems meet minimum security standards.
IST Department’s Security & Assurance Toolkit includes the following forms and process
descriptions to evaluate new applications:
• Roles and responsibilities
• Security administration assignments
• Steps to evaluate security
• Understanding
and
applying
minimum
security
standards
• System classification
• Security questionnaire
• Data classification
For high-risk application security assessments, IST utilizes the Chesterfield County’s Request for
Proposal (RFP) Attachment B: Technical Information Security Requirements requests that
vendor’s provide information on the following:
• Compliance
• Password management
• Authentication
• Encryption
• Role-based access
• Audit trails
• General security
• Life cycle and disaster recovery
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